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Presenter
Presentation Notes
In five minutes, I’d like to just touch upon the most important things to consider when acquiring and managing born digital collections.



Acquiring and
managing born-digital
collections is very
different from
managing digitized
collections
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First of all, managing a born digital collection is VERY DIFFERENT from managing a digitized collection.



Selecting

Where are born-digital collections
located?
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One of the first tasks in acquiring a born digital collection might be finding the relevant materials. 


Portable media, hard drives, and personal
computers
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 Depending on the “collection,” they might be scattered on: portable media, hard drives or personal computers ….


Email accounts: perhaps many, with
messages stored locally and remotely
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Various email accounts


Networks, cloud-based storage,
or data repositories
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Networks and cloud storage


Web-Based Content

Websites, webpages, blogs, social media
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Websites and social media


Discussions with owner of the born-
digital materials

Relation to the physical collection

Methods of creating and storing

Ownership and rights

Emphasize the need to protect authenticity and integrity

 Include born-digital materials in the Deed of Gift and
obtain the rights to create derivatives, edit, and publish
via the web and any media that may be devised in the
future.
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Whenever possible, you will want to have an extensive interview with the persons who created the collection to learn about how it was created, organized, and storage.  Be sure to include the born digital materials in the Deed of Gift.

In many cases the repository has little to no control over the media format or arrangement of the materials it receives. Ideally we should engage in a dialog with creators/donors prior to the transfer/acquisition of materials to leverage their knowledge and control of the collection and mitigate anticipated challenges; educate the creators of born-digital materials regarding the organization of their digital files and preferred file formats; and request that machines, accessories, software, and hardware are donated with material, especially related to material for which access is technologically dependent on tools that are not available in the institution. 




Acquiring
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The next step is to transfer the files and ingest them into a trusted digital repository.  



-
.....

...some special hardware
and software is required
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This usually requires some special digital forensics hardware and software.



Transfer BEFORE Looking

Do not compromise the integrity of the
original.

Transfer data from at-risk media: create a
bit-exact copy of the entire storage medium
(disk-imaging).

Scan for viruses prior to reviewing file
content or saving it to a network.

Make an inventory of what you received
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It is important to make exact copies of the storage media BEFORE trying to look at the individual files.  You must also scan for viruses and be sure to transfer all metadata associated with the files.

Upon ingest, automate the capture of metadata imbedded with files. (The carrier is inherently fragile and may not open a second time.) The consistency and completeness of this inherited metadata will vary; capture and preserve intrinsic metadata regardless of its shortcomings. Select metadata schemas that are compatible with the institution’s current digital asset management system while remaining mindful that preservation and delivery systems may change. 
 
Include preservation, technical, and other administrative metadata related to processing actions to track and verify that the authenticity and integrity of the original data has not been compromised during processing.  Include structural metadata to define relationships between files that comprise a complex digital object. Include a clear rights statement. Use authorized names and controlled vocabularies to ensure consistency of terminology that will facilitate searching and global systems changes. 



Appraisal

Appraise Materials

Analyze content, context, and technical considerations.
Document-level appraisal is usually unrealistic

Keep the Original Media/Carriers

Portable storage media found within a physical collection
should remain in situ until their context can be documented.
Consider keeping original media permanently

Document the Accession / Create an Electronic
Accession File
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Appraisal can happen much like with physical collections, except that item-level appraisal is usually unrealistic.  Keep the original storage media if you can.  Design and create an electronic accession file.

Archivists, curators, and records managers should apply appraisal principles that help them identify unique or irreplaceable materials. In addition to content and context analysis, born-digital materials must also be appraised based on technical considerations.  Develop a sound methodology for appraisal. Be realistic about the level of appraisal to be carried out, recognizing that file- or document-level appraisal is labor-intensive and unrealistic in most cases. Document technical dependencies of less common media, for which you have no immediate way to access; to determine if the materials are worth keeping, consider the cost of developing the technology to process them in-house and the cost of outsourcing them compared to the value of the data. 

The location of a disk within a particular folder often reveals its purpose or place in the creator’s thought process or workflow. If the media is removed for technical processing or content evaluation before archival processing is carried out, make a separation note and return the carrier to its original context after data extraction is complete. Recent discussion among practitioners revealed that their first instinct was to destroy the original disk or drive once the information had been retrieved from the media, however, after some consideration, information technologists and archivists agreed on keeping the original disks and drives of significant collections/creators when feasible. Proponents of preserving original media cite the following reasons: 
Electronic carriers store a great deal of information requiring little physical space (especially relative to the space requirements of their paper counterparts); 
The object is an artifact (though the device is ubiquitous to us, it may be fascinating to future generations);
 Hardware and storage media may contain evidentiary value of interest to future researchers (the device may be one of very few tangible connections with the creator); and
Future technology may be able to act upon the media in ways we cannot yet predict. 




Managing

Metadata and Access



Metadata

Identify the standards you will use
METS, PREMIS, EAD, MARC, Media-specific

Harvest on ingest

Enhance using metadata tools
HandBrake, MP3Tag, Better File Rename

Explore keyword metadata extraction

Structural and administrative metadata
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Time is too short to go into any depth about metadata.  Obviously you will need to decide how you will describe the collection.  You can use special tools to enhance the metadata and to extract keywords to facilitate searching. You will also need to capture structural, administrative, and preservation metadata.

Select metadata schemas that are compatible with the institution’s current digital asset management system while remaining mindful that preservation and delivery systems may change. Include preservation, technical, and other administrative metadata related to processing actions to track and verify that the authenticity and integrity of the original data has not been compromised during processing.  Include structural metadata to define relationships between files that comprise a complex digital object. Include a clear rights statement. Use authorized names and controlled vocabularies to ensure consistency of terminology that will facilitate searching and global systems changes. 




Access

Lots of experimentation / Evolving best practices

Barriers: copyright, privacy, restrictions

Version control / authenticity

Difficult to put on the web / access is often
restricted to the reading room
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Providing access remains difficult and best practices are still evolving.  Version control and authenticity are big concerns.  Many institutions are restricting access to the reading room, but this will have to change in the future.



Preserving

Storage and Preservation



Storage and Preservation

Establish Secure Storage Spaces

Storage options include: establishing a stand-alone data repository on
site; outsourcing storage to a third-party; and distributing storage among
partners at other institutions.

Back Up the Data

Save at least three copies of each digital file/object: an archival master
(stored in a dark archive), a duplication master, and an access copy

Consider Emulation versus Migration strategies
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As we all know, there is a whole profession developing around digital preservation and curation. You must develop policies and systems for secure storage, on-going monitoring, making various copies preservation and use, and have strategies for future emulation and/or migration.

Archivists and technologists should engage in discussion of storage needs early in the process. Until the ideal storage environment is established, store data on an existing secure server or (worst case scenario) on an external hard drive if server space is not available. Popular storage options include: establishing a stand-alone data repository on site; outsourcing storage to a third-party; and distributing storage among partners at other institutions. Using a combination of these options provides redundancy and increases security.



Advice

Take Immediate Action

Survey existing collections; make priorities; act now on the items
already in the care of the institution

Establish and document local policies and
procedures

Be Proactive Regarding Future Acquisitions
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Don’t wait!  Take immediate action to survey your collections for born digital materials and create a strategy to transfer the files from portable media onto robust storage. We are hesitant because we don’t want to make a mistake.  We must accept some level of risk in order to learn and more forward.



For more information

Insitutional Records and Archives - J.
Paul Getty Trust


Presenter
Presentation Notes
Here are a few sources for more information.


Training

Numerous workshops offered by professional
associations

DigCCurr Professional Institute

Digital Preservation Management Workshops
offered by ICPSR/University of Michigan and
Cornell University


http://ils.unc.edu/digccurr/institute.html
http://www.dpworkshop.org/workshops/topical.html

Online tutorials

Digital Preservation Management: Short-term
Strategies for Long-term Problems

METS: An Overview and Tutorial

Staying on "TRAC" webinar/workshop


http://www.icpsr.umich.edu/dpm/dpm-eng/eng_index.html
http://www.loc.gov/standards/mets/METSOverview.v2.html
http://www.lyrasis.org/Products-and-Services/Digital-Services/Staying-on-TRAC.aspx

Conferences

International Conference on Preservation of
Digital Objects (iPres) 2014

International Council on Archives


http://ipres2014.org/
http://www.ica.org/3/homepage/home.html

Questions, Comments?

Thanks go to Nancy Enneking, Head of
Institutional Records and Archives, J.
Paul Getty Trust

David Farneth
Assistant Director

Getty Research Institute
J. Paul Getty Trust

(310) 440-7076



mailto:nenneking@getty.edu
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